
08:10:23, 
24 Nov. 

( 276.540000) Lease for IP 192.168.1.78 renewed by host kindle-
e8783a63e (MAC 10:ae:60:75:45:14). Lease duration: 1440 min 

08:10:23, 
24 Nov. 

( 276.540000) Device connected: Hostname: kindle-e8783a63e IP: 
192.168.1.78 MAC: 10:ae:60:75:45:14 Lease time: 1440 min. Link 
rate: 11.0 Mbps 

08:10:23, 
24 Nov. 

( 276.470000) Lease requested 

08:10:22, 
24 Nov. 

ath10: STA 10:ae:60:75:45:14 IEEE 802.11: Client associated 

08:10:20, 
24 Nov. 

ath00: STA 10:ae:60:75:45:14 IEEE 802.11: Client associated 

08:10:03, 

24 Nov. 

( 256.950000) Device disconnected: Hostname: kindle-e8783a63e 

IP: 192.168.1.78 MAC: 10:ae:60:75:45:14 

08:09:55, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [94.102.56.235]:43656-
>[84.92.62.99]:8366 on ppp3) 

08:09:35, 

24 Nov. 

IN: BLOCK [7] ICMP replay (ICMP type 3 code 3 1.1.1.1-

>84.92.62.99 on ppp3) 

08:09:35, 

24 Nov. 

IN: BLOCK [15] Default policy (TCP [54.38.48.117]:40577-

>[84.92.62.99]:49717 on ppp3) 

08:09:29, 
24 Nov. 

IN: BLOCK [7] ICMP replay (ICMP type 3 code 3 1.1.1.1-
>84.92.62.99 on ppp3) 

08:09:29, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [205.251.243.55]:443-
>[84.92.62.99]:43697 on ppp3) 

08:09:27, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [54.239.27.11]:443-
>[84.92.62.99]:38051 on ppp3) 

08:09:23, 
24 Nov. 

( 216.950000) Device disconnected: Hostname: iPhone IP: 
192.168.1.66 MAC: d8:96:95:27:3c:e8 

08:09:22, 
24 Nov. 

ath00: STA d8:96:95:27:3c:e8 IEEE 802.11: Client disassociated 

08:09:20, 
24 Nov. 

IN: BLOCK [7] ICMP replay (ICMP type 3 code 3 1.1.1.1-
>84.92.62.99 on ppp3) 

08:09:15, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [80.82.64.116]:43895-
>[84.92.62.99]:9439 on ppp3) 

08:09:10, 

24 Nov. 
BLOCKED 1 more packets (because of Default policy) 

08:09:10, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [205.251.243.55]:443-
>[84.92.62.99]:43697 on ppp3) 

08:09:08, 
24 Nov. 

( 201.950000) Lease for IP 192.168.1.66 renewed by host iPhone 
(MAC d8:96:95:27:3c:e8). Lease duration: 1440 min 

08:09:08, 
24 Nov. 

( 201.880000) Lease requested 

08:09:07, 
24 Nov. 

ath00: STA d8:96:95:27:3c:e8 IEEE 802.11: Client associated 

08:09:01, 
24 Nov. 

BLOCKED 1 more packets (because of Default policy) 

08:09:00, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [205.251.243.55]:443-
>[84.92.62.99]:43697 on ppp3) 

08:08:57, 
24 Nov. 

BLOCKED 1 more packets (because of Default policy) 

08:08:56, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [78.128.112.54]:58913-
>[84.92.62.99]:3135 on ppp3) 

08:08:55, 

24 Nov. 

IN: BLOCK [15] Default policy (TCP [205.251.243.55]:443-

>[84.92.62.99]:43697 on ppp3) 

08:08:54, 
24 Nov. 

BLOCKED 1 more packets (because of Default policy) 

08:08:53, 

24 Nov. 

IN: BLOCK [15] Default policy (TCP [205.251.243.55]:443-

>[84.92.62.99]:43697 on ppp3) 

08:08:52, 
24 Nov. 

BLOCKED 2 more packets (because of Default policy) 

ath00: STA 
38:ca:da:c5:6b:59 IEEE 
802.11: Client associated 



08:08:51, 

24 Nov. 

( 184.910000) Port forwarding rule added via UPnP/TR064. Protocol: 
TCP, external ports: any->11306, internal ports: 32400, internal 

client: 192.168.1.69 

08:08:51, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [54.76.102.118]:443-
>[84.92.62.99]:50902 on ppp3) 

08:08:51, 
24 Nov. 

BLOCKED 4 more packets (because of Default policy) 

08:08:50, 
24 Nov. 

OUT: BLOCK [15] Default policy (First packet in connection is not a 
SYN packet: TCP [192.168.1.77]:42009->[34.198.141.49]:443 on 

ppp3) 

08:08:50, 
24 Nov. 

BLOCKED 1 more packets (because of Default policy) 

08:08:49, 
24 Nov. 

BLOCKED 4 more packets (because of Default policy) 

08:08:48, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [54.239.27.11]:443-
>[84.92.62.99]:38051 on ppp3) 

08:08:46, 
24 Nov. 

( 179.770000) Lease for IP 192.168.1.87 renewed by host amazon-
f9902c5cf (MAC 00:fc:8b:51:f1:32). Lease duration: 1440 min 

08:08:46, 
24 Nov. 

( 179.770000) Device connected: Hostname: amazon-f9902c5cf IP: 
192.168.1.87 MAC: 00:fc:8b:51:f1:32 Lease time: 1440 min. Link 
rate: 6.0 Mbps 

08:08:46, 
24 Nov. 

( 179.690000) Lease requested 

08:08:41, 

24 Nov. 

( 175.370000) Lease for IP 192.168.1.87 renewed by host amazon-

f9902c5cf (MAC 00:fc:8b:51:f1:32). Lease duration: 1440 min 

08:08:41, 
24 Nov. 

( 175.370000) Device connected: Hostname: amazon-f9902c5cf IP: 
192.168.1.87 MAC: 00:fc:8b:51:f1:32 Lease time: 1440 min. Link 
rate: 6.0 Mbps 

08:08:41, 
24 Nov. 

( 175.290000) Lease requested 

08:08:41, 
24 Nov. 

ath10: STA 00:fc:8b:51:f1:32 IEEE 802.11: Client associated 

08:08:33, 

24 Nov. 

( 166.450000) Lease for IP 192.168.1.70 renewed by host 
MadeleiesiPhone (MAC 6c:8d:c1:1a:af:ad). Lease duration: 1440 
min 

08:08:33, 
24 Nov. 

( 166.450000) Device connected: Hostname: MadeleiesiPhone IP: 

192.168.1.70 MAC: 6c:8d:c1:1a:af:ad Lease time: 1440 min. Link 
rate: 78.0 Mbps 

08:08:32, 
24 Nov. 

( 166.370000) Lease requested 

08:08:32, 
24 Nov. 

BLOCKED 1 more packets (because of Default policy) 

08:08:32, 
24 Nov. 

ath00: STA 6c:8d:c1:1a:af:ad IEEE 802.11: Client associated 

08:08:31, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [17.252.60.30]:5223-
>[84.92.62.99]:53661 on ppp3) 

08:08:31, 

24 Nov. 
BLOCKED 2 more packets (because of Default policy) 

08:08:31, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [17.252.60.30]:5223-
>[84.92.62.99]:53661 on ppp3) 

08:08:23, 

24 Nov. 

( 156.900000) Device disconnected: Hostname: MadeleiesiPhone IP: 

192.168.1.70 MAC: 6c:8d:c1:1a:af:ad 

08:08:22, 
24 Nov. 

( 156.030000) CWMP: session completed successfully 

08:08:22, 
24 Nov. 

( 155.840000) CWMP: HTTP authentication success from 
https://dbtpnhdm.bt.mo 

08:08:22, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [199.117.180.13]:443-
>[84.92.62.99]:53499 on ppp3) 

08:08:19, 
24 Nov. 

( 152.380000) NTP synchronization success! 



08:08:19, 
24 Nov. 

ath00: STA 6c:8d:c1:1a:af:ad IEEE 802.11: Client disassociated 

08:08:18, 
24 Nov. 

IN: BLOCK [7] ICMP replay (ICMP type 3 code 3 1.1.1.1-
>84.92.62.99 on ppp3) 

08:08:18, 
24 Nov. 

IN: BLOCK [15] Default policy (TCP [89.248.168.107]:43710-
>[84.92.62.99]:8667 on ppp3) 

08:08:15, 
24 Nov. 

( 148.190000) CWMP: Server URL: https://dbtpnhdm.bt.mo; 
Connecting as user: ACS username 

08:08:15, 
24 Nov. 

( 148.190000) CWMP: Session start now. Event code(s): '1 BOOT,4 
VALUE CHANGE' 

08:08:15, 
24 Nov. 

ath00: STA 6c:8d:c1:1a:af:ad IEEE 802.11: Client associated 

08:08:14, 
24 Nov. 

( 147.520000) NTP synchronization start 

08:08:13, 
24 Nov. 

( 146.350000) WAN operating mode is VDSL 

08:08:13, 
24 Nov. 

( 146.350000) Last WAN operating mode was VDSL 

08:08:11, 

24 Nov. 
( 144.990000) PPP IPCP Receive Configuration ACK 

08:08:11, 
24 Nov. 

( 144.930000) PPP IPCP Send Configuration ACK 

08:08:11, 
24 Nov. 

( 144.930000) PPP IPCP Receive Configuration Request 

08:08:11, 
24 Nov. 

( 144.880000) PPP IPCP Send Configuration Request 

08:08:11, 
24 Nov. 

( 144.870000) PPP IPCP Receive Configuration NAK 

08:08:11, 
24 Nov. 

( 144.850000) PPP IPCP Send Configuration Request 

08:08:10, 
24 Nov. 

( 143.730000) PPPoE is up - Down Rate=13165Kbps, Up 
Rate=646Kbps; SNR Margin Down=6.0dB, Up=6.6dB 

08:08:10, 
24 Nov. 

( 143.710000) CHAP authentication successful 

08:08:10, 

24 Nov. 
( 143.620000) CHAP Receive Challenge 

08:08:10, 

24 Nov. 
( 143.610000) Starting CHAP authentication with peer 

08:08:10, 
24 Nov. 

( 143.610000) PPP LCP Receive Configuration ACK 

08:08:10, 

24 Nov. 
( 143.600000) PPP LCP Send Configuration ACK 

08:08:10, 
24 Nov. 

( 143.590000) PPP LCP Send Configuration Request 

08:08:10, 
24 Nov. 

( 143.590000) PPP LCP Receive Configuration Request 

08:08:10, 
24 Nov. 

( 143.420000) CHAP Receive Challenge 

08:08:10, 
24 Nov. 

( 143.420000) Starting CHAP authentication with peer 

08:08:10, 
24 Nov. 

( 143.410000) PPP LCP Receive Configuration ACK 

08:08:10, 
24 Nov. 

( 143.400000) PPP LCP Send Configuration Request 

08:08:10, 
24 Nov. 

( 143.400000) PPP LCP Receive Configuration Reject 

08:08:10, 
24 Nov. 

( 143.390000) PPP LCP Send Configuration ACK 

08:08:10, 

24 Nov. 
( 143.380000) PPP LCP Receive Configuration Request 



08:08:10, 
24 Nov. 

( 143.380000) PPP LCP Send Configuration Request 

08:07:25, 
24 Nov. 

( 98.260000) Admin login successful by 192.168.1.69 on HTTP 

08:07:20, 
24 Nov. 

( 93.540000) PTM over DSL is up 

08:07:12, 
24 Nov. 

( 85.120000) New GUI session from IP 192.168.1.69 

08:06:57, 
24 Nov. 

( 70.310000) CWMP: session closed due to error: Could not resolve 
host 

08:06:57, 
24 Nov. 

( 70.280000) CWMP: Server URL: https://dbtpnhdm.bt.mo; 
Connecting as user: ACS username 

08:06:57, 
24 Nov. 

( 70.270000) CWMP: Session start now. Event code(s): '1 BOOT,4 
VALUE CHANGE' 

08:06:54, 
24 Nov. 

( 67.360000) Port forwarding rule added via UPnP/TR064. Protocol: 
TCP, external ports: any->11306, internal ports: 32400, internal 

client: 192.168.1.69 

08:06:49, 

24 Nov. 

( 62.450000) Lease for IP 192.168.1.69 renewed by host NewDell 

(MAC d8:fc:93:d9:19:12). Lease duration: 1440 min 

08:06:49, 
24 Nov. 

( 62.450000) Device connected: Hostname: NewDell IP: 
192.168.1.69 MAC: d8:fc:93:d9:19:12 Lease time: 1440 min. Link 
rate: 526.5 Mbps 

08:06:49, 
24 Nov. 

( 62.350000) Lease requested 

08:06:46, 

24 Nov. 

( 59.610000) Lease for IP 192.168.1.65 renewed by host 
ClairesiPhone6s (MAC 38:ca:da:c5:6b:59). Lease duration: 1440 
min 

08:06:46, 
24 Nov. 

( 59.610000) Device connected: Hostname: ClairesiPhone6s IP: 
192.168.1.65 MAC: 38:ca:da:c5:6b:59 Lease time: 1440 min. Link 
rate: 105.6 Mbps 

08:06:46, 
24 Nov. 

( 59.540000) Lease requested 

 

08:06:36, 24 Nov. ( 49.340000) Lease requested 

08:06:33, 24 Nov. 
( 46.350000) Lease for IP 192.168.1.78 renewed by 
host kindle-e8783a63e (MAC 10:ae:60:75:45:14). 
Lease duration: 1440 min 

08:06:33, 24 Nov. 

( 46.350000) Device connected: Hostname: kindle-

e8783a63e IP: 192.168.1.78 MAC: 10:ae:60:75:45:14 
Lease time: 1440 min. Link rate: 6.0 Mbps 

08:06:33, 24 Nov. ( 46.270000) Lease requested 

08:06:32, 24 Nov. 
ath10: STA 10:ae:60:75:45:14 IEEE 802.11: Client 
associated 

08:06:31, 24 Nov. 
( 44.910000) Lease for IP 192.168.1.77 renewed by 
host udhcp-1-19-4-f0-27-2d-c7-32-a3 (MAC 
f0:27:2d:c7:32:a3). Lease duration: 1440 min 

08:06:31, 24 Nov. 

( 44.910000) Device connected: Hostname: udhcp-1-
19-4-f0-27-2d-c7-32-a3 IP: 192.168.1.77 MAC: 
f0:27:2d:c7:32:a3 Lease time: 1440 min. Link rate: 

6.0 Mbps 

08:06:31, 24 Nov. ( 44.840000) Lease requested 

08:06:31, 24 Nov. 
( 44.300000) Lease for IP 192.168.1.74 renewed by 
host BRWD80F993B65CD (MAC d8:0f:99:3b:65:cd). 

Lease duration: 1440 min 

08:06:31, 24 Nov. 

( 44.300000) Device connected: Hostname: 
BRWD80F993B65CD IP: 192.168.1.74 MAC: 
d8:0f:99:3b:65:cd Lease time: 1440 min. Link rate: 
52.0 Mbps 



08:06:31, 24 Nov. ( 44.230000) Lease requested 

08:06:29, 24 Nov. 
( 42.490000) Lease for IP 192.168.1.86 renewed by 
host udhcp-1-21-1-00-0a-e2-1b-d7-f6 (MAC 
00:0a:e2:1b:d7:f6). Lease duration: 1440 min 

08:06:29, 24 Nov. 

( 42.490000) Device connected: Hostname: udhcp-1-
21-1-00-0a-e2-1b-d7-f6 IP: 192.168.1.86 MAC: 
00:0a:e2:1b:d7:f6 Lease time: 1440 min. Link rate: 
52.8 Mbps 

08:06:29, 24 Nov. ( 42.410000) Lease requested 

08:06:28, 24 Nov. 
ath00: STA d8:0f:99:3b:65:cd IEEE 802.11: Client 
associated 

08:06:26, 24 Nov. 
( 39.890000) CWMP: session closed due to error: 
Could not resolve host 

08:06:26, 24 Nov. 
ath00: STA 00:0a:e2:1b:d7:f6 IEEE 802.11: Client 
associated 

08:06:25, 24 Nov. 
ath10: STA f0:27:2d:c7:32:a3 IEEE 802.11: Client 
associated 

08:06:25, 24 Nov. STP Alert: Port eth0 leaving blocking state. 

08:06:24, 24 Nov. 
( 37.450000) CWMP: Server URL: 
https://dbtpnhdm.bt.mo; Connecting as user: ACS 
username 

08:06:24, 24 Nov. 
( 37.440000) CWMP: Session start now. Event 

code(s): '1 BOOT,4 VALUE CHANGE' 

08:06:24, 24 Nov. 
( 37.100000) CWMP: Initializing transaction for event 
code 1 BOOT 

08:06:22, 24 Nov. ( 35.950000) Wire Lan Port 1 up 

08:06:22, 24 Nov. ( 35.210000) WAN Auto-sensing running. 

08:06:15, 24 Nov. 
( 28.260000) System up, firmware version: 
4.7.5.1.83.8.259 

08:06:14, 24 Nov. ( 27.270000) WPA2 mode selected 

08:06:14, 24 Nov. ( 27.270000) WPS enabled 

08:06:11, 24 Nov. ( 24.490000) WPA2 mode selected 

08:06:11, 24 Nov. ( 24.490000) WPS enabled 

08:06:02, 24 Nov. ( 15.900000) System start Button press 

08:05:21, 24 Nov. 
( 317.840000) Reset button pressed. BT Home Hub is 
going to reboot! 

08:05:21, 24 Nov. ( 317.840000) The system is going DOWN for reboot. 

08:04:55, 24 Nov. 
OUT: BLOCK [15] Default policy (ICMP Packet is not a 
request packet: ICMP type 3 code 1 84.92.62.99-
>52.94.216.48 on ppp3) 

08:04:51, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[94.102.56.235]:43636->[84.92.62.99]:8268 on 

ppp3) 

08:04:48, 24 Nov. 

OUT: BLOCK [15] Default policy (ICMP Packet is not a 

request packet: ICMP type 3 code 1 84.92.62.99-
>54.239.32.228 on ppp3) 

08:04:44, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[34.253.25.216]:80->[84.92.62.99]:48696 on ppp3) 

08:04:40, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[86.110.118.149]:58328->[84.92.62.99]:5837 on 

ppp3) 

08:04:34, 24 Nov. BLOCKED 2 more packets (because of ICMP replay) 



08:04:33, 24 Nov. 
OUT: BLOCK [7] ICMP replay (ICMP type 3 code 1 
84.92.62.99->54.236.60.123 on ppp3) 

08:04:31, 24 Nov. 
OUT: BLOCK [15] Default policy (ICMP Packet is not a 
request packet: ICMP type 3 code 1 84.92.62.99-
>52.95.117.163 on ppp3) 

08:04:29, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[34.253.25.216]:80->[84.92.62.99]:48696 on ppp3) 

08:04:22, 24 Nov. BLOCKED 1 more packets (because of Default policy) 

08:04:21, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[94.102.56.235]:43606->[84.92.62.99]:8148 on 
ppp3) 

08:04:21, 24 Nov. 

IN: BLOCK [15] Default policy (TCP 

[125.64.94.197]:34133->[84.92.62.99]:19150 on 
ppp3) 

08:04:16, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[34.253.25.216]:80->[84.92.62.99]:48696 on ppp3) 

08:04:15, 24 Nov. 
OUT: BLOCK [7] ICMP replay (ICMP type 3 code 1 
84.92.62.99->52.94.216.48 on ppp3) 

08:04:15, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[34.253.25.216]:80->[84.92.62.99]:48696 on ppp3) 

08:04:15, 24 Nov. BLOCKED 2 more packets (because of Default policy) 

08:04:14, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[34.253.25.216]:80->[84.92.62.99]:48696 on ppp3) 

08:04:09, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[54.171.212.84]:443->[84.92.62.99]:42685 on ppp3) 

08:04:06, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 

[17.252.12.76]:5223->[84.92.62.99]:63464 on ppp3) 

08:04:05, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[176.119.7.62]:44886->[84.92.62.99]:353 on ppp3) 

08:04:02, 24 Nov. 
OUT: BLOCK [7] ICMP replay (ICMP type 3 code 1 
84.92.62.99->34.198.141.49 on ppp3) 

08:03:59, 24 Nov. BLOCKED 3 more packets (because of ICMP replay) 

08:03:58, 24 Nov. 
OUT: BLOCK [7] ICMP replay (ICMP type 3 code 1 

84.92.62.99->34.198.141.49 on ppp3) 

08:03:46, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[185.3.95.210]:443->[84.92.62.99]:50315 on ppp3) 

08:03:45, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[193.29.15.10]:65535->[84.92.62.99]:8547 on ppp3) 

08:03:44, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[13.91.60.30]:443->[84.92.62.99]:50371 on ppp3) 

08:03:38, 24 Nov. BLOCKED 1 more packets (because of ICMP replay) 

08:03:37, 24 Nov. 
OUT: BLOCK [15] Default policy (ICMP Packet is not a 
request packet: ICMP type 3 code 1 84.92.62.99-

>52.94.240.242 on ppp3) 

08:03:37, 24 Nov. 
OUT: BLOCK [7] ICMP replay (ICMP type 3 code 1 
84.92.62.99->143.204.180.194 on ppp3) 

08:03:33, 24 Nov. BLOCKED 3 more packets (because of ICMP replay) 

08:03:32, 24 Nov. 
OUT: BLOCK [7] ICMP replay (ICMP type 3 code 1 

84.92.62.99->54.72.175.15 on ppp3) 

08:03:30, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[194.55.142.45]:52917->[84.92.62.99]:14600 on 
ppp3) 

08:03:23, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[178.47.176.36]:50271->[84.92.62.99]:23 on ppp3) 

08:03:17, 24 Nov. 
( 194.590000) Device disconnected: Hostname: 
amazon-f9902c5cf IP: 192.168.1.87 MAC: 
00:fc:8b:51:f1:32 



08:03:17, 24 Nov. 
( 194.590000) Device disconnected: Hostname: 
udhcp-1-21-1-00-0a-e2-1b-d7-f6 IP: 192.168.1.86 

MAC: 00:0a:e2:1b:d7:f6 

08:03:17, 24 Nov. 
( 194.590000) Device disconnected: Hostname: 
kindle-e8783a63e IP: 192.168.1.78 MAC: 
10:ae:60:75:45:14 

08:03:17, 24 Nov. 
( 194.590000) Device disconnected: Hostname: 
udhcp-1-19-4-f0-27-2d-c7-32-a3 IP: 192.168.1.77 
MAC: f0:27:2d:c7:32:a3 

08:03:17, 24 Nov. 
( 194.580000) Device disconnected: Hostname: 
BRWD80F993B65CD IP: 192.168.1.74 MAC: 
d8:0f:99:3b:65:cd 

08:03:17, 24 Nov. 
( 194.580000) Device disconnected: Hostname: 
ClairesiPhone6s IP: 192.168.1.65 MAC: 

38:ca:da:c5:6b:59 

08:03:17, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[54.171.212.84]:443->[84.92.62.99]:42685 on ppp3) 

08:03:17, 24 Nov. 
ath10: STA 00:fc:8b:51:f1:32 IEEE 802.11: Client 

disassociated 

08:03:17, 24 Nov. 
ath00: STA 38:ca:da:c5:6b:59 IEEE 802.11: Client 
disassociated 

08:03:17, 24 Nov. 
ath00: STA d8:0f:99:3b:65:cd IEEE 802.11: Client 
disassociated 

08:03:17, 24 Nov. 
ath10: STA f0:27:2d:c7:32:a3 IEEE 802.11: Client 
disassociated 

08:03:17, 24 Nov. 
ath00: STA 00:0a:e2:1b:d7:f6 IEEE 802.11: Client 
disassociated 

08:03:14, 24 Nov. 
ath10: STA 10:ae:60:75:45:14 IEEE 802.11: Client 
disassociated 

08:03:12, 24 Nov. BLOCKED 1 more packets (because of Default policy) 

08:03:11, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[45.77.57.100]:443->[84.92.62.99]:39976 on ppp3) 

08:03:09, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[89.248.168.107]:43773->[84.92.62.99]:8956 on 

ppp3) 

08:02:56, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[80.82.64.116]:43906->[84.92.62.99]:9476 on ppp3) 

08:02:55, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[94.102.56.252]:54355->[84.92.62.99]:4456 on 
ppp3) 

08:02:52, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[54.171.212.84]:443->[84.92.62.99]:42685 on ppp3) 

08:02:51, 24 Nov. 
IN: BLOCK [7] ICMP replay (ICMP type 3 code 3 

1.1.1.1->84.92.62.99 on ppp3) 

08:02:51, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[80.82.64.116]:43906->[84.92.62.99]:9473 on ppp3) 

08:02:42, 24 Nov. 
IN: BLOCK [7] ICMP replay (ICMP type 3 code 3 

1.1.1.1->84.92.62.99 on ppp3) 

08:02:39, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[54.171.212.84]:443->[84.92.62.99]:42685 on ppp3) 

08:02:36, 24 Nov. 
IN: BLOCK [7] ICMP replay (ICMP type 3 code 3 

1.1.1.1->84.92.62.99 on ppp3) 

08:02:34, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[45.77.57.100]:443->[84.92.62.99]:39976 on ppp3) 

08:02:33, 24 Nov. 
IN: BLOCK [7] ICMP replay (ICMP type 3 code 3 
1.1.1.1->84.92.62.99 on ppp3) 

08:02:33, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[54.171.212.84]:443->[84.92.62.99]:42685 on ppp3) 

08:02:30, 24 Nov. 
IN: BLOCK [7] ICMP replay (ICMP type 3 code 3 
1.1.1.1->84.92.62.99 on ppp3) 



08:02:30, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[54.171.212.84]:443->[84.92.62.99]:42685 on ppp3) 

08:02:29, 24 Nov. BLOCKED 1 more packets (because of Default policy) 

08:02:28, 24 Nov. BLOCKED 3 more packets (because of Default policy) 

08:02:27, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[54.171.212.84]:443->[84.92.62.99]:42685 on ppp3) 

08:02:22, 24 Nov. 
OUT: BLOCK [65] First packet is Invalid (Packet not in 
tcp window: TCP [192.168.1.77]:35357-
>[54.196.150.30]:443 on ppp3) 

08:02:20, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[89.248.168.107]:43773->[84.92.62.99]:8964 on 

ppp3) 

08:02:15, 24 Nov. 
IN: BLOCK [15] Default policy (TCP 
[45.77.57.100]:443->[84.92.62.99]:39976 on ppp3) 

08:00:57, 24 Nov. 

08:00:57, 24 Nov. 
ath10: STA 
10:ae:60:75:45:14 IEEE 

802.11: Client associated 

08:00:55, 24 Nov. 

( 51.490000) Lease for 

IP 192.168.1.74 renewed 
by host 
BRWD80F993B65CD 
(MAC 
d8:0f:99:3b:65:cd). 
Lease duration: 1440 
min 

08:00:55, 24 Nov. 

( 51.490000) Device 
connected: Hostname: 
BRWD80F993B65CD IP: 
192.168.1.74 MAC: 
d8:0f:99:3b:65:cd Lease 

time: 1440 min. Link 
rate: 52.8 Mbps 

08:00:55, 24 Nov. 
( 51.420000) Lease 

requested 

08:00:54, 24 Nov. 

( 50.640000) Lease for 
IP 192.168.1.79 renewed 
by host Pauls-iPad (MAC 
b0:65:bd:a2:7c:b4). 
Lease duration: 1440 
min 

08:00:54, 24 Nov. 

( 50.640000) Device 
connected: Hostname: 
Pauls-iPad IP: 
192.168.1.79 MAC: 
b0:65:bd:a2:7c:b4 

Lease time: 1440 min. 
Link rate: 42.0 Mbps 

08:00:54, 24 Nov. 
( 50.560000) Lease 
requested 

08:00:54, 24 Nov. 

ath00: STA 

b0:65:bd:a2:7c:b4 IEEE 
802.11: Client associated 

08:00:49, 24 Nov. 

( 45.440000) Lease for 

IP 192.168.1.86 renewed 
by host udhcp-1-21-1-
00-0a-e2-1b-d7-f6 (MAC 
00:0a:e2:1b:d7:f6). 
Lease duration: 1440 
min 



08:00:49, 24 Nov. 

( 45.440000) Device 
connected: Hostname: 

udhcp-1-21-1-00-0a-e2-
1b-d7-f6 IP: 
192.168.1.86 MAC: 
00:0a:e2:1b:d7:f6 Lease 
time: 1440 min. Link 
rate: 52.8 Mbps 

08:00:49, 24 Nov. 
( 45.360000) Lease 
requested 

08:00:48, 24 Nov. 
ath00: STA 
d8:0f:99:3b:65:cd IEEE 

802.11: Client associated 

08:00:47, 24 Nov. 

( 43.360000) Device 
disconnected: 
Hostname: 
BRWD80F993B65CD IP: 

192.168.1.74 MAC: 
d8:0f:99:3b:65:cd 

08:00:47, 24 Nov. 
ath00: STA 
00:0a:e2:1b:d7:f6 IEEE 
802.11: Client associated 

08:00:43, 24 Nov. 

( 40.120000) CWMP: 
session closed due to 
error: Could not resolve 
host 

08:00:43, 24 Nov. 

ath00: STA 
d8:0f:99:3b:65:cd IEEE 
802.11: Client 
disassociated 

08:00:42, 24 Nov. 

ath00: STA 

d8:0f:99:3b:65:cd IEEE 
802.11: Client associated 

08:00:41, 24 Nov. 

( 37.620000) CWMP: 
Server URL: 
https://dbtpnhdm.bt.mo; 

Connecting as user: ACS 
username 

08:00:41, 24 Nov. 

( 37.610000) CWMP: 
Session start now. Event 
code(s): '1 BOOT,4 

VALUE CHANGE' 

08:00:41, 24 Nov. 
( 37.260000) CWMP: 
Initializing transaction 
for event code 1 BOOT 

08:00:39, 24 Nov. 
( 36.140000) Wire Lan 
Port 1 up 

08:00:39, 24 Nov. 
( 35.430000) WAN Auto-
sensing running. 

08:00:32, 24 Nov. 
( 28.520000) System up, 
firmware version: 
4.7.5.1.83.8.259 

08:00:31, 24 Nov. 
( 27.530000) WPA2 
mode selected 

08:00:31, 24 Nov. 
( 27.530000) WPS 
enabled 

08:00:28, 24 Nov. 
( 24.710000) WPA2 
mode selected 

08:00:28, 24 Nov. 
( 24.710000) WPS 
enabled 

08:00:19, 24 Nov. 
( 16.070000) System 
start  



07:44:47, 24 Nov. 
( 116.840000) NTP 
synchronization success! 

07:44:45, 24 Nov. 
BLOCKED 1 more 
packets (because of 
Default policy) 

07:44:43, 24 Nov. 

( 112.340000) CWMP: 

Server URL: 
https://dbtpnhdm.bt.mo; 
Connecting as user: ACS 
username 

07:44:43, 24 Nov. 

( 112.330000) CWMP: 

Session start now. Event 
code(s): '1 BOOT,4 
VALUE CHANGE' 

07:44:43, 24 Nov. 

IN: BLOCK [15] Default 
policy (TCP 

[1.1.1.1]:443-
>[84.92.62.99]:50006 
on ppp3) 

07:44:43, 24 Nov. 

OUT: BLOCK [15] 
Default policy (First 

packet in connection is 
not a SYN packet: TCP 
[192.168.1.77]:60446-
>[34.193.211.3]:443 on 
ppp3) 

07:44:42, 24 Nov. 
( 111.580000) NTP 
synchronization start 

07:44:41, 24 Nov. 
( 110.350000) WAN 
operating mode is VDSL 

07:44:41, 24 Nov. 
( 110.350000) Last WAN 
operating mode was 
VDSL 

07:44:39, 24 Nov. 

( 108.860000) PPP IPCP 

Receive Configuration 
ACK 

07:44:39, 24 Nov. 
( 108.770000) PPP IPCP 
Send Configuration ACK 

07:44:39, 24 Nov. 
( 108.770000) PPP IPCP 
Receive Configuration 
Request 

07:44:39, 24 Nov. 

( 108.710000) PPP IPCP 

Send Configuration 
Request 

07:44:39, 24 Nov. 
( 108.700000) PPP IPCP 
Receive Configuration 
NAK 

07:44:39, 24 Nov. 
( 108.680000) PPP IPCP 
Send Configuration 
Request 

07:44:38, 24 Nov. 

( 107.490000) PPPoE is 

up - Down 

Rate=13004Kbps, Up 
Rate=650Kbps; SNR 
Margin Down=5.9dB, 
Up=6.7dB 

07:44:38, 24 Nov. 
( 107.480000) CHAP 
authentication successful 

07:44:38, 24 Nov. 
( 107.390000) CHAP 
Receive Challenge 



07:44:38, 24 Nov. 
( 107.390000) Starting 
CHAP authentication with 

peer 

07:44:38, 24 Nov. 
( 107.390000) PPP LCP 
Receive Configuration 
ACK 

07:44:38, 24 Nov. 
( 107.380000) PPP LCP 
Send Configuration ACK 

07:44:38, 24 Nov. 
( 107.370000) PPP LCP 
Send Configuration 
Request 

07:44:38, 24 Nov. 
( 107.370000) PPP LCP 
Receive Configuration 
Request 

07:44:38, 24 Nov. 
( 107.310000) CHAP 
Receive Challenge 

07:44:38, 24 Nov. 
( 107.310000) Starting 
CHAP authentication with 

peer 

07:44:38, 24 Nov. 
( 107.310000) PPP LCP 
Receive Configuration 
ACK 

07:44:38, 24 Nov. 
( 107.290000) PPP LCP 
Send Configuration 
Request 

07:44:38, 24 Nov. 
( 107.290000) PPP LCP 
Receive Configuration 

Reject 

07:44:38, 24 Nov. 
( 107.280000) PPP LCP 
Send Configuration ACK 

07:44:38, 24 Nov. 

( 107.280000) PPP LCP 

Receive Configuration 
Request 

07:44:38, 24 Nov. 
( 107.280000) PPP LCP 
Send Configuration 

Request 

07:44:25, 24 Nov. 
( 94.520000) PTM over 
DSL is up 

07:44:21, 24 Nov. 

( 90.650000) New GUI 

session from IP 
192.168.1.69 

07:44:03, 24 Nov. 

( 72.330000) CWMP: 
session closed due to 
error: Could not resolve 

host 

07:44:02, 24 Nov. 

( 71.760000) Lease for 
IP 192.168.1.77 renewed 
by host udhcp-1-19-4-
f0-27-2d-c7-32-a3 (MAC 

f0:27:2d:c7:32:a3). 
Lease duration: 1440 
min 

07:44:02, 24 Nov. 

( 71.760000) Device 
connected: Hostname: 

udhcp-1-19-4-f0-27-2d-
c7-32-a3 IP: 
192.168.1.77 MAC: 
f0:27:2d:c7:32:a3 Lease 
time: 1440 min. Link 
rate: 6.0 Mbps 

07:44:02, 24 Nov. 
( 71.690000) Lease 
requested 



07:44:02, 24 Nov. 

( 71.350000) CWMP: 
Server URL: 

https://dbtpnhdm.bt.mo; 
Connecting as user: ACS 
username 

07:44:02, 24 Nov. 

( 71.340000) CWMP: 
Session start now. Event 

code(s): '1 BOOT,4 
VALUE CHANGE' 

07:43:57, 24 Nov. 
ath10: STA 
f0:27:2d:c7:32:a3 IEEE 
802.11: Client associated 

07:43:44, 24 Nov. 

( 53.970000) Lease for 
IP 192.168.1.74 renewed 
by host 
BRWD80F993B65CD 
(MAC 

d8:0f:99:3b:65:cd). 
Lease duration: 1440 

min 

07:43:44, 24 Nov. 

( 53.960000) Device 
connected: Hostname: 

BRWD80F993B65CD IP: 
192.168.1.74 MAC: 
d8:0f:99:3b:65:cd Lease 
time: 1440 min. Link 
rate: 52.0 Mbps 

07:43:44, 24 Nov. 
( 53.890000) Lease 
requested 

07:43:41, 24 Nov. 

( 50.390000) Lease for 
IP 192.168.1.71 renewed 
by host ClairespleWatch 

(MAC 
08:66:98:4b:40:6a). 
Lease duration: 1440 
min 

07:43:41, 24 Nov. 

( 50.390000) Device 

connected: Hostname: 
ClairespleWatch IP: 
192.168.1.71 MAC: 
08:66:98:4b:40:6a 
Lease time: 1440 min. 
Link rate: 56.6 Mbps 

07:43:41, 24 Nov. 
( 50.310000) Lease 
requested 

07:43:40, 24 Nov. 

( 49.960000) Port 
forwarding rule added 

via UPnP/TR064. 
Protocol: TCP, external 
ports: any->13500, 
internal ports: 32400, 
internal client: 
192.168.1.69 

07:43:40, 24 Nov. 
ath00: STA 
08:66:98:4b:40:6a IEEE 
802.11: Client associated 

07:43:38, 24 Nov. 

( 47.260000) Lease for 

IP 192.168.1.65 renewed 
by host ClairesiPhone6s 
(MAC 
38:ca:da:c5:6b:59). 



Lease duration: 1440 
min 

07:43:38, 24 Nov. 

( 47.250000) Device 
connected: Hostname: 
ClairesiPhone6s IP: 
192.168.1.65 MAC: 
38:ca:da:c5:6b:59 Lease 

time: 1440 min. Link 
rate: 78.0 Mbps 

07:43:38, 24 Nov. 
( 47.190000) Lease 
requested 

07:43:38, 24 Nov. 

ath00: STA 
08:66:98:4b:40:6a IEEE 
802.11: Client 
disassociated 

07:43:38, 24 Nov. 

ath00: STA 

d8:0f:99:3b:65:cd IEEE 
802.11: Client associated 

07:43:37, 24 Nov. 

( 46.540000) Lease for 

IP 192.168.1.78 renewed 
by host kindle-

e8783a63e (MAC 
10:ae:60:75:45:14). 
Lease duration: 1440 
min 

07:43:37, 24 Nov. 

( 46.540000) Device 

connected: Hostname: 
kindle-e8783a63e IP: 
192.168.1.78 MAC: 
10:ae:60:75:45:14 
Lease time: 1440 min. 
Link rate: 6.0 Mbps 

07:43:37, 24 Nov. 
( 46.470000) Lease 
requested 

07:43:36, 24 Nov. 

( 45.120000) Lease for 
IP 192.168.1.86 renewed 

by host udhcp-1-21-1-
00-0a-e2-1b-d7-f6 (MAC 
00:0a:e2:1b:d7:f6). 
Lease duration: 1440 
min 

07:43:36, 24 Nov. 

( 45.120000) Device 
connected: Hostname: 
udhcp-1-21-1-00-0a-e2-
1b-d7-f6 IP: 
192.168.1.86 MAC: 
00:0a:e2:1b:d7:f6 Lease 

time: 1440 min. Link 
rate: 58.5 Mbps 

07:43:36, 24 Nov. 
( 45.030000) Lease 
requested 

07:43:36, 24 Nov. 
ath00: STA 
38:ca:da:c5:6b:59 IEEE 

802.11: Client associated 

07:43:34, 24 Nov. 

( 43.880000) Lease for 
IP 192.168.1.69 renewed 

by host NewDell (MAC 
d8:fc:93:d9:19:12). 
Lease duration: 1440 
min 

07:43:34, 24 Nov. 
( 43.880000) Device 

connected: Hostname: 



NewDell IP: 
192.168.1.69 MAC: 

d8:fc:93:d9:19:12 Lease 
time: 1440 min. Link 
rate: 6.0 Mbps 

07:43:34, 24 Nov. 
( 43.790000) Lease 
requested 

07:43:34, 24 Nov. 

( 43.460000) Lease for 
IP 192.168.1.78 renewed 
by host kindle-
e8783a63e (MAC 
10:ae:60:75:45:14). 

Lease duration: 1440 
min 

07:43:34, 24 Nov. 

( 43.460000) Device 
connected: Hostname: 
kindle-e8783a63e IP: 

192.168.1.78 MAC: 
10:ae:60:75:45:14 

Lease time: 1440 min. 
Link rate: 6.0 Mbps 

07:43:34, 24 Nov. 
( 43.390000) Lease 

requested 

07:43:34, 24 Nov. 
ath10: STA 
d8:fc:93:d9:19:12 IEEE 
802.11: Client associated 

07:43:33, 24 Nov. 

( 42.550000) Lease for 
IP 192.168.1.71 renewed 
by host ClairespleWatch 
(MAC 
08:66:98:4b:40:6a). 
Lease duration: 1440 

min 

07:43:33, 24 Nov. 

( 42.550000) Device 
connected: Hostname: 
ClairespleWatch IP: 

192.168.1.71 MAC: 

08:66:98:4b:40:6a 
Lease time: 1440 min. 
Link rate: 52.8 Mbps 

07:43:33, 24 Nov. 
( 42.480000) Lease 
requested 

07:43:33, 24 Nov. 
ath10: STA 
10:ae:60:75:45:14 IEEE 
802.11: Client associated 

 

 


