syslog msgbuf show hist=enabled

<37> Mar 28 16:14:09 LOGOUT User rs logged out on TELNET (192.168.1.64)
<37> Mar 28 16:29:51 LOGIN User rs logged in on TELNET (192.168.1.65)
<37> Mar 28 16:30:02 LOGOUT User rs logged out on TELNET (192.168.1.65)
<37> Mar 28 16:32:23 LOGIN User rs logged in on TELNET (192.168.1.65)
<37> Mar 28 16:32:34 LOGOUT User rs logged out on TELNET (192.168.1.65)
<37> Mar 28 16:34:39 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)
<37> Mar 28 16:35:02 LOGIN User rs logged in on TELNET (192.168.1.65)
<173> Mar 28 16:54:39 xDSL linestate down

<85> Mar 28 16:54:39 FIREWALL event (1 of 2): created rules

<85> Mar 28 16:54:39 FIREWALL event (1 of 2): modified rules

<173> Mar 28 16:54:56 xDSL linestate down

<132> Mar 28 16:55:23 PPP link down (Internet) [80.229.143.xxx]

<173> Mar 28 16:55:26 xDSL linestate down

<173> Mar 28 16:55:52 xDSL linestate up (ITU-T G.992.5; downstream: 8621 kbit/s, upstream: 440 kbit/s; output Power
Down: 20.4 dBm, Up: 12.4 dBm; line Attenuation Down: 41.5 dB, Up: 23.0 dB; snr Margin Down: 6.1 dB, Up: 28.5 dB)

<38> Mar 28 16:55:54 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 28 16:55:55 PPP CHAP Receive challenge from rhost PTW-AGO04 (Internet)
<38> Mar 28 16:55:55 PPP CHAP Receive success (Internet)

<85> Mar 28 16:55:55 FIREWALL event (1 of 2): deleted rules

<85> Mar 28 16:55:55 FIREWALL event (1 of 1): created rules

<85> Mar 28 16:55:55 FIREWALL event (1 of 1): modified rules

<132> Mar 28 16:55:55 PPP link up (Internet) [80.229.143.xxx]

<37> Mar 28 16:56:12 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)
<102> Mar 28 16:58:33 SNTP Synchronised to server: 212.159.13.49
<37> Mar 28 17:09:02 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)

<81> Mar 28 17:10:20 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 58.235.35.68 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<173> Mar 28 17:14:07 xDSL linestate down

<85> Mar 28 17:14:07 FIREWALL event (1 of 1): created rules
<85> Mar 28 17:14:07 FIREWALL event (1 of 1): modified rules
<173> Mar 28 17:14:24 xDSL linestate down

<173> Mar 28 17:14:55 xDSL linestate down

<132> Mar 28 17:15:00 PPP link down (Internet) [80.229.143.xxx]

<173> Mar 28 17:15:22 xDSL linestate up (ITU-T G.992.5; downstream: 8407 kbit/s, upstream: 440 kbit/s; output Power
Down: 20.4 dBm, Up: 12.6 dBm; line Attenuation Down: 41.5 dB, Up: 23.0 dB; snr Margin Down: 6.1 dB, Up: 29.1 dB)

<38> Mar 28 17:15:23 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 28 17:15:23 PPP CHAP Receive challenge from rhost JUNOS (Internet)
<38> Mar 28 17:15:23 PPP CHAP Receive success (Internet)



<85> Mar 28 17:15:26 FIREWALL event (1 of 2): deleted rules

<132> Mar 28 17:15:26 PPP link up (Internet) [80.229.143.xxx]

<85> Mar 28 17:15:26 FIREWALL event (1 of 1): created rules
<85> Mar 28 17:15:26 FIREWALL event (1 of 1): modified rules

<81> Mar 28 17:23:45 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 125.31.160.110 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 28 17:31:11 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 88.84.60.247 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<173> Mar 28 17:38:02 xDSL linestate down

<85> Mar 28 17:38:02 FIREWALL event (1 of 1): created rules
<85> Mar 28 17:38:02 FIREWALL event (1 of 1): modified rules
<173> Mar 28 17:38:19 xDSL linestate down

<173> Mar 28 17:38:29 xDSL linestate down

<132> Mar 28 17:38:49 PPP link down (Internet) [80.229.143.xxx]

<173> Mar 28 17:38:53 xDSL linestate down

<173> Mar 28 17:39:19 xDSL linestate up (ITU-T G.992.5; downstream: 8196 kbit/s, upstream: 440 kbit/s; output Power
Down: 20.4 dBm, Up: 12.7 dBm; line Attenuation Down: 41.5 dB, Up: 23.0 dB; snr Margin Down: 6.1 dB, Up: 28.8 dB)

<38> Mar 28 17:39:20 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 28 17:39:21 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 28 17:39:21 PPP CHAP Receive success (Internet)

<85> Mar 28 17:39:24 FIREWALL event (1 of 2): deleted rules

<132> Mar 28 17:39:24 PPP link up (Internet) [80.229.143.xxx]

<85> Mar 28 17:39:24 FIREWALL event (1 of 1): created rules
<85> Mar 28 17:39:24 FIREWALL event (1 of 1): modified rules

<81> Mar 28 17:40:37 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 176.17.123.82 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 28 17:42:43 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 186.99.90.52 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<37> Mar 28 17:44:16 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)

<81> Mar 28 17:47:20 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 194.84.117.128 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<173> Mar 28 17:52:07 xDSL linestate down

<85> Mar 28 17:52:07 FIREWALL event (1 of 1): created rules
<85> Mar 28 17:52:07 FIREWALL event (1 of 1): modified rules
<173> Mar 28 17:52:24 xDSL linestate down

<173> Mar 28 17:52:54 xDSL linestate down

<132> Mar 28 17:52:54 PPP link down (Internet) [80.229.143.xxx]

<173> Mar 28 17:53:20 xDSL linestate up (ITU-T G.992.5; downstream: 7800 kbit/s, upstream: 440 kbit/s; output Power
Down: 20.4 dBm, Up: 12.6 dBm; line Attenuation Down: 41.5 dB, Up: 23.0 dB; snr Margin Down: 6.1 dB, Up: 28.5 dB)



<38> Mar 28 17:53:22 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 28 17:53:23 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 28 17:53:23 PPP CHAP Receive success (Internet)

<85> Mar 28 17:53:24 FIREWALL event (1 of 2): deleted rules

<132> Mar 28 17:53:24 PPP link up (Internet) [80.229.143.xxx]

<85> Mar 28 17:53:24 FIREWALL event (1 of 1): created rules
<85> Mar 28 17:53:24 FIREWALL event (1 of 1): modified rules
<173> Mar 28 17:55:00 xDSL linestate down

<85> Mar 28 17:55:00 FIREWALL event (1 of 1): created rules
<85> Mar 28 17:55:00 FIREWALL event (1 of 1): modified rules
<173> Mar 28 17:55:18 xDSL linestate down

<132> Mar 28 17:55:44 PPP link down (Internet) [80.229.143.xxx]

<173> Mar 28 17:55:48 xDSL linestate down

<173> Mar 28 17:56:14 xDSL linestate up (ITU-T G.992.5; downstream: 7785 kbit/s, upstream: 440 kbit/s; output Power
Down: 20.4 dBm, Up: 12.3 dBm; line Attenuation Down: 41.5 dB, Up: 23.0 dB; snr Margin Down: 6.1 dB, Up: 28.6 dB)

<38> Mar 28 17:56:18 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 28 17:56:19 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 28 17:56:19 PPP CHAP Receive success (Internet)

<85> Mar 28 17:56:22 FIREWALL event (1 of 2): deleted rules

<132> Mar 28 17:56:22 PPP link up (Internet) [80.229.143.xxx]

<85> Mar 28 17:56:22 FIREWALL event (1 of 1): created rules
<85> Mar 28 17:56:22 FIREWALL event (1 of 1): modified rules
<173> Mar 28 17:58:15 xDSL linestate down

<85> Mar 28 17:58:15 FIREWALL event (1 of 1): created rules
<85> Mar 28 17:58:15 FIREWALL event (1 of 1): modified rules
<173> Mar 28 17:58:33 xDSL linestate down

<132> Mar 28 17:58:59 PPP link down (Internet) [80.229.143.xxx]

<173> Mar 28 17:59:03 xDSL linestate down
<100> Mar 28 17:59:18 SNTP Unable to contact server: 198.18.1.118

<173> Mar 28 17:59:29 xDSL linestate up (ITU-T G.992.5; downstream: 7926 kbit/s, upstream: 440 kbit/s; output Power
Down: 20.4 dBm, Up: 12.6 dBm; line Attenuation Down: 41.5 dB, Up: 23.0 dB; snr Margin Down: 6.1 dB, Up: 29.0 dB)

<38> Mar 28 17:59:31 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 28 17:59:31 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 28 17:59:34 PPP CHAP Receive success (Internet)

<85> Mar 28 17:59:34 FIREWALL event (1 of 2): deleted rules

<132> Mar 28 17:59:34 PPP link up (Internet) [80.229.143.xxx]

<85> Mar 28 17:59:34 FIREWALL event (1 of 1): created rules



<85> Mar 28 17:59:34 FIREWALL event (1 of 1): modified rules

<81> Mar 28 18:04:36 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 200.169.69.114 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<173> Mar 28 18:12:47 xDSL linestate down

<85> Mar 28 18:12:47 FIREWALL event (1 of 1): created rules
<85> Mar 28 18:12:47 FIREWALL event (1 of 1): modified rules
<173> Mar 28 18:13:04 xDSL linestate down

<173> Mar 28 18:13:34 xDSL linestate down

<132> Mar 28 18:13:35 PPP link down (Internet) [80.229.143.xxx]

<173> Mar 28 18:14:00 xDSL linestate up (ITU-T G.992.5; downstream: 7833 kbit/s, upstream: 440 kbit/s; output Power
Down: 20.4 dBm, Up: 12.9 dBm; line Attenuation Down: 41.0 dB, Up: 23.0 dB; snr Margin Down: 6.1 dB, Up: 29.7 dB)

<38> Mar 28 18:14:03 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 28 18:14:04 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 28 18:14:04 PPP CHAP Receive success (Internet)

<85> Mar 28 18:14:08 FIREWALL event (1 of 2): deleted rules

<132> Mar 28 18:14:08 PPP link up (Internet) [80.229.143.xxx]

<85> Mar 28 18:14:08 FIREWALL event (1 of 1): created rules
<85> Mar 28 18:14:08 FIREWALL event (1 of 1): modified rules
<173> Mar 28 18:15:36 xDSL linestate down

<85> Mar 28 18:15:36 FIREWALL event (1 of 1): created rules
<85> Mar 28 18:15:36 FIREWALL event (1 of 1): modified rules
<173> Mar 28 18:15:53 xDSL linestate down

<173> Mar 28 18:16:23 xDSL linestate down

<132> Mar 28 18:16:35 PPP link down (Internet) [80.229.143.xxx]

<173> Mar 28 18:16:49 xDSL linestate up (ITU-T G.992.5; downstream: 7593 kbit/s, upstream: 440 kbit/s; output Power
Down: 20.4 dBm, Up: 12.6 dBm; line Attenuation Down: 41.5 dB, Up: 23.0 dB; snr Margin Down: 6.1 dB, Up: 28.9 dB)

<38> Mar 28 18:16:54 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 28 18:16:54 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 28 18:16:55 PPP CHAP Receive success (Internet)

<85> Mar 28 18:16:55 FIREWALL event (1 of 2): deleted rules

<85> Mar 28 18:16:55 FIREWALL event (1 of 1): created rules

<85> Mar 28 18:16:55 FIREWALL event (1 of 1): modified rules

<132> Mar 28 18:16:55 PPP link up (Internet) [80.229.143.xxx]

<81> Mar 28 18:31:53 FIREWALL icmp check (1 of 1): Protocol: ICMP Srcip: 121.17.138.130 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 28 18:40:54 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 200.165.72.21 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<132> Mar 28 18:41:43 PPP link down (Internet) [80.229.143.xxx]



<85> Mar 28 18:41:43 FIREWALL event (1 of 1): created rules

<85> Mar 28 18:41:43 FIREWALL event (1 of 1): modified rules

<38> Mar 28 18:41:57 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 28 18:41:57 PPP CHAP Receive challenge from rhost PTN-AGO02 (Internet)
<38> Mar 28 18:41:57 PPP CHAP Receive success (Internet)

<85> Mar 28 18:41:58 FIREWALL event (1 of 2): deleted rules

<132> Mar 28 18:41:58 PPP link up (Internet) [80.229.143.xxx]

<37> Mar 28 18:48:50 LOGIN User admin logged in on [HTTP] (from 192.168.1.65)

<81> Mar 28 18:53:50 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 109.83.237.133 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<102> Mar 28 18:59:18 SNTP Synchronised to server: 212.159.6.10

<81> Mar 28 19:14:15 FIREWALL icmp check (1 of 2): Protocol: ICMP Src ip: 124.133.146.128 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<37> Mar 28 19:17:47 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)

<81> Mar 28 19:27:26 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 158.39.29.69 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Communication Administratively Prohibited

<81> Mar 28 19:43:31 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 123.248.166.13 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<37> Mar 28 19:50:27 LOGIN User admin logged in on [HTTP] (from 192.168.1.65)
<102> Mar 28 19:59:19 SNTP Synchronised again to server: 212.159.6.10

<81> Mar 28 20:06:13 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 58.246.230.210 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 28 20:09:49 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 24.30.174.82 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<37> Mar 28 20:22:35 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)

<81> Mar 28 20:34:07 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 222.139.75.34 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 28 20:36:19 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 115.50.164.80 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 28 20:45:57 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 179.32.163.139 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<102> Mar 28 20:59:19 SNTP Synchronised to server: 212.159.13.49
<37> Mar 28 21:11:39 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)

<81> Mar 28 21:14:18 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 82.58.89.185 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 28 21:15:59 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 195.154.1.8 Dst ip: 80.229.143.xxx Type: Time
Exceeded Code: Time to Live exceeded in Transit

<84> Mar 28 21:25:10 IDS proto parser : udp null port (1 of 1) : 92.161.13.147 80.229.143.xxx 47 49 UDP 0->2912

<81> Mar 28 21:32:47 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 217.87.88.181 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Communication Administratively Prohibited

<84> Mar 28 21:33:29 IDS proto parser : udp null port (1 of 3) : 92.161.13.147 80.229.143.xxx 50 49 UDP 0->2912
<37> Mar 28 21:46:44 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)
<102> Mar 28 21:59:19 SNTP Synchronised to server: 212.159.13.50

<84> Mar 28 22:00:32 IDS proto parser : tcp null port (1 of 1) : 113.108.21.16 80.229.143.xxx 40 50 TCP 12200->0 [S.....
seq 1006459802 ack O win 8192



<132> Mar 28 22:01:11 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 28 22:01:11 FIREWALL event (1 of 2): created rules

<85> Mar 28 22:01:11 FIREWALL event (1 of 2): modified rules

<38> Mar 28 22:01:25 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 28 22:01:25 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 28 22:01:25 PPP CHAP Receive success (Internet)

<85> Mar 28 22:01:28 FIREWALL event (1 of 2): deleted rules

<132> Mar 28 22:01:28 PPP link up (Internet) [80.229.143.xxx]

<84> Mar 28 22:08:03 IDS scan parser : tcp port scan: 212.56.73.137 scanned at least 10 ports at 80.229.143.xxx. (1 of 1) :
212.56.73.137 80.229.143.xxx 40 62 TCP 80->57262 [.FA...] seq 1231858611 ack 3442628472 win 524

<132> Mar 28 22:19:39 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 28 22:19:39 FIREWALL event (1 of 2): created rules

<85> Mar 28 22:19:39 FIREWALL event (1 of 2): modified rules

<38> Mar 28 22:19:53 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 28 22:19:53 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 28 22:19:53 PPP CHAP Receive success (Internet)

<85> Mar 28 22:19:57 FIREWALL event (1 of 2): deleted rules

<132> Mar 28 22:19:57 PPP link up (Internet) [80.229.143.xxx]

<81> Mar 28 22:33:16 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 95.169.2.18 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<81> Mar 28 22:49:31 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 125.95.95.53 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<102> Mar 28 22:59:19 SNTP Synchronised to server: 212.159.6.10
<37> Mar 28 23:08:16 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)

<81> Mar 28 23:17:38 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 103.16.138.3 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 28 23:18:42 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 147.123.20.148 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<37> Mar 28 23:43:35 LOGIN wireless station [18:28:61:bf:52:28] can't get authorized.
<37> Mar 28 23:45:13 LOGIN wireless station [18:28:61:bf:52:28] can't get authorized.
<37> Mar 28 23:46:21 LOGIN wireless station [18:28:61:bf:52:28] can't get authorized.
<37> Mar 28 23:48:59 LOGIN wireless station [18:28:61:bf:52:28] can't get authorized.
<37> Mar 28 23:50:32 LOGIN wireless station [18:28:61:bf:52:28] can't get authorized.
<102> Mar 28 23:59:19 SNTP Synchronised to server: 212.159.13.50

<81> Mar 29 00:03:03 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 195.128.222.31 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<37> Mar 29 00:06:50 LOGOUT User rs logged out on TELNET (192.168.1.65)

<81> Mar 29 00:19:39 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 183.14.1.237 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable



<81> Mar 29 00:30:19 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 123.199.79.97 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 00:54:33 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 193.90.55.206 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Communication Administratively Prohibited

<102> Mar 29 00:59:19 SNTP Synchronised to server: 212.159.13.49

<81> Mar 29 01:03:13 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 180.140.188.82 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 01:08:25 FIREWALL icmp check (1 of 2): Protocol: ICMP Src ip: 222.139.31.24 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 01:13:06 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 59.34.21.233 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<102> Mar 29 01:59:19 SNTP Synchronised to server: 212.159.6.10
<132> Mar 29 03:11:11 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 29 03:11:11 FIREWALL event (1 of 2): created rules

<85> Mar 29 03:11:11 FIREWALL event (1 of 2): modified rules

<38> Mar 29 03:11:24 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 29 03:11:25 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 29 03:11:25 PPP CHAP Receive success (Internet)

<85> Mar 29 03:11:25 FIREWALL event (1 of 2): deleted rules

<132> Mar 29 03:11:25 PPP link up (Internet) [80.229.143.xxx]

<102> Mar 29 03:59:20 SNTP Synchronised to server: 212.159.13.49
<132> Mar 29 04:10:28 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 29 04:10:28 FIREWALL event (1 of 2): created rules

<85> Mar 29 04:10:28 FIREWALL event (1 of 2): modified rules

<38> Mar 29 04:10:41 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 29 04:10:41 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 29 04:10:42 PPP CHAP Receive success (Internet)

<85> Mar 29 04:10:48 FIREWALL event (1 of 2): deleted rules

<132> Mar 29 04:10:48 PPP link up (Internet) [80.229.143.xxx]

<132> Mar 29 04:11:02 PPP link down (Internet) [80.229.143.xxx]

<38> Mar 29 04:11:15 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 29 04:11:16 PPP CHAP Receive challenge from rhost JUNOS (Internet)
<38> Mar 29 04:11:16 PPP CHAP Receive success (Internet)

<132> Mar 29 04:11:19 PPP link up (Internet) [80.229.143.xxx]

<81> Mar 29 04:57:13 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 125.69.182.105 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<102> Mar 29 04:59:20 SNTP Synchronised to server: 212.159.6.10



<81> Mar 29 05:16:20 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 219.158.4.133 Dst ip: 80.229.143.xxx Type:
Time Exceeded Code: Time to Live exceeded in Transit

<81> Mar 29 05:51:00 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 46.22.251.46 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 05:54:45 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 145.254.5.166 Dst ip: 80.229.143.xxx Type:
Time Exceeded Code: Time to Live exceeded in Transit

<81> Mar 29 05:56:56 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 89.253.39.29 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 05:58:59 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 115.185.96.167 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<102> Mar 29 05:59:20 SNTP Synchronised to server: 212.159.6.9

<81> Mar 29 06:05:33 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 27.24.143.22 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 06:19:12 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 123.200.109.25 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 06:31:37 FIREWALL icmp check (1 of 1): Protocol: ICMP Srcip: 177.52.211.6 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<102> Mar 29 06:59:20 SNTP Synchronised again to server: 212.159.6.9

<81> Mar 29 07:08:05 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 196.200.48.130 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<81> Mar 29 07:14:37 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 80.90.16.2 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<81> Mar 29 07:16:34 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 111.180.242.45 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 07:24:42 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 188.154.71.117 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Communication Administratively Prohibited

<81> Mar 29 07:41:50 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 114.236.92.192 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 07:44:38 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 179.147.170.190 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<102> Mar 29 07:59:20 SNTP Synchronised to server: 212.159.6.10

<81> Mar 29 08:01:09 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 88.198.56.125 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<84> Mar 29 08:04:33 IDS scan parser : tcp port scan: 23.192.162.121 scanned at least 10 ports at 80.229.143.xxx. (1 of 1) :
23.192.162.121 80.229.143.xxx 40 59 TCP 80->60149 [...R..] seq 58336063 ack 0 win 0

<37> Mar 29 08:04:40 LOGIN User rs logged in on TELNET (192.168.1.65)
<37> Mar 29 08:05:19 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)

<81> Mar 29 08:05:23 FIREWALL icmp check (1 of 1): Protocol: ICMP Srcip: 172.218.91.115 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<81> Mar 29 08:22:06 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 27.207.155.231 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 08:28:45 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 27.50.31.181 Dst ip: 80.229.143.xxx Type: Time
Exceeded Code: Time to Live exceeded in Transit

<81> Mar 29 08:49:55 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 182.73.207.74 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<102> Mar 29 08:58:59 SNTP Synchronised to server: 212.159.13.49
<132> Mar 29 09:02:37 PPP link down (Internet) [80.229.143.xxx]



<85> Mar 29 09:02:37 FIREWALL event (1 of 4): created rules

<85> Mar 29 09:02:37 FIREWALL event (1 of 4): modified rules

<38> Mar 29 09:02:50 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 29 09:02:50 PPP CHAP Receive challenge from rhost PCL-AGO7 (Internet)
<38> Mar 29 09:02:51 PPP CHAP Receive success (Internet)

<132> Mar 29 09:02:54 PPP link up (Internet) [80.229.143.xxx]

<85> Mar 29 09:02:54 FIREWALL event (1 of 4): deleted rules

<81> Mar 29 09:07:28 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 172.218.91.115 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<81> Mar 29 09:13:21 FIREWALL icmp check (1 of 4): Protocol: ICMP Src ip: 218.209.82.66 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 09:19:39 FIREWALL icmp check (1 of 1): Protocol: ICMP Srcip: 113.135.65.98 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 09:21:06 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 177.84.223.253 Dst ip: 80.229.143.xxx Type:
Time Exceeded Code: Time to Live exceeded in Transit

<37> Mar 29 09:23:07 SESSION TIMEOUT Timeout! (after 900 sec)
<37> Mar 29 09:23:07 LOGOUT User rs logged out on TELNET (192.168.1.65)

<81> Mar 29 09:23:16 FIREWALL icmp check (1 of 1): Protocol: ICMP Srcip: 123.171.191.161 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 09:31:12 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 114.142.254.91 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 09:34:24 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 49.1.79.97 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 09:52:00 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 59.167.113.81 Dst ip: 80.229.143.xxx Type:
Time Exceeded Code: Time to Live exceeded in Transit

<102> Mar 29 09:58:37 SNTP Synchronised to server: 212.159.6.9
<132> Mar 29 10:13:04 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 29 10:13:04 FIREWALL event (1 of 2): created rules

<85> Mar 29 10:13:04 FIREWALL event (1 of 2): modified rules

<38> Mar 29 10:13:18 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 29 10:13:18 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 29 10:13:18 PPP CHAP Receive success (Internet)

<85> Mar 29 10:13:22 FIREWALL event (1 of 2): deleted rules

<132> Mar 29 10:13:22 PPP link up (Internet) [80.229.143.xxx]

<81> Mar 29 10:30:40 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 208.157.181.244 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<132> Mar 29 10:37:34 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 29 10:37:34 FIREWALL event (1 of 2): created rules
<85> Mar 29 10:37:34 FIREWALL event (1 of 2): modified rules
<38> Mar 29 10:37:48 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)



<38> Mar 29 10:37:48 PPP CHAP Receive challenge from rhost JUNOS (Internet)
<38> Mar 29 10:37:49 PPP CHAP Receive success (Internet)

<85> Mar 29 10:37:49 FIREWALL event (1 of 2): deleted rules

<132> Mar 29 10:37:49 PPP link up (Internet) [80.229.143.xxx]

<132> Mar 29 10:49:11 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 29 10:49:11 FIREWALL event (1 of 2): created rules

<85> Mar 29 10:49:11 FIREWALL event (1 of 2): modified rules

<38> Mar 29 10:49:25 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 29 10:49:25 PPP CHAP Receive challenge from rhost PCL-AGO02 (Internet)
<38> Mar 29 10:49:25 PPP CHAP Receive success (Internet)

<85> Mar 29 10:49:26 FIREWALL event (1 of 2): deleted rules

<132> Mar 29 10:49:26 PPP link up (Internet) [80.229.143.xxx]

<102> Mar 29 10:58:38 SNTP Synchronised again to server: 212.159.6.9

<81> Mar 29 11:06:12 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 213.108.120.2 Dst ip: 80.229.143.xxx Type:
Time Exceeded Code: Time to Live exceeded in Transit

<102> Mar 29 11:58:41 SNTP Synchronised again to server: 212.159.6.9

<81> Mar 29 12:07:48 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 109.81.236.137 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 12:29:20 FIREWALL icmp check (1 of 1): Protocol: ICMP Srcip: 177.126.235.171 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<132> Mar 29 12:36:07 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 29 12:36:08 FIREWALL event (1 of 2): created rules

<85> Mar 29 12:36:08 FIREWALL event (1 of 2): modified rules

<38> Mar 29 12:36:21 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 29 12:36:21 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 29 12:36:21 PPP CHAP Receive success (Internet)

<85> Mar 29 12:36:25 FIREWALL event (1 of 2): deleted rules

<132> Mar 29 12:36:25 PPP link up (Internet) [80.229.143.xxx]

<81> Mar 29 12:38:11 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 213.157.217.86 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<132> Mar 29 12:42:43 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 29 12:42:43 FIREWALL event (1 of 2): created rules

<85> Mar 29 12:42:43 FIREWALL event (1 of 2): modified rules

<38> Mar 29 12:42:56 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 29 12:42:57 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 29 12:42:57 PPP CHAP Receive success (Internet)



<85> Mar 29 12:42:57 FIREWALL event (1 of 2): deleted rules

<132> Mar 29 12:42:57 PPP link up (Internet) [80.229.143.xxx]

<102> Mar 29 12:58:41 SNTP Synchronised to server: 212.159.13.49

<81> Mar 29 13:04:19 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 13:19:07 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 13:29:02 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 13:33:53 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 13:54:19 FIREWALL icmp check (1 of 1): Protocol: ICMP
Time Exceeded Code: Time to Live exceeded in Transit

<102> Mar 29 13:58:44 SNTP Synchronised to server: 212.159.6.9

<81> Mar 29 14:00:09 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 14:04:38 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 14:07:15 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 14:27:07 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

Srcip:

Srcip:

Srcip:

Srcip:

Srcip:

Srcip:

Srcip:

Srcip:

Srcip:

<102> Mar 29 14:58:44 SNTP Synchronised again to server: 212.159.6.9

<81> Mar 29 15:42:07 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 15:44:26 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

<102> Mar 29 15:58:44 SNTP Synchronised to server: 212.159.13.50

<81> Mar 29 16:50:46 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

<81> Mar 29 16:55:49 FIREWALL icmp check (1 of 1): Protocol: ICMP
Destination Unreachable Code: Port Unreacheable

<102> Mar 29 16:58:44 SNTP Synchronised to server: 212.159.6.9
<132> Mar 29 17:16:56 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 29 17:16:56 FIREWALL event (1 of 2): created rules
<85> Mar 29 17:16:56 FIREWALL event (1 of 2): modified rules

Srcip:

Srcip:

Srcip:

Srcip:

125.33.116.164 Dst ip: 80.229.143.xxx Type:

54.207.17.105 Dst ip: 80.229.143.xxx Type:

36.233.238.244 Dst ip: 80.229.143.xxx Type:

110.44.246.147 Dst ip: 80.229.143.xxx Type:

66.251.102.68 Dst ip: 80.229.143.xxx Type:

114.235.234.79 Dst ip: 80.229.143.xxx Type:

94.112.245.19 Dst ip: 80.229.143.xxx Type:

54.207.17.105 Dst ip: 80.229.143.xxx Type:

221.232.91.12 Dst ip: 80.229.143.xxx Type:

91.222.147.10 Dst ip: 80.229.143.xxx Type:

179.32.165.172 Dst ip: 80.229.143.xxx Type:

115.48.1.149 Dst ip: 80.229.143.xxx Type:

140.246.8.47 Dst ip: 80.229.143.xxx Type:

<38> Mar 29 17:17:09 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)

<38> Mar 29 17:17:10 PPP CHAP Receive challenge from rhost JUNOS (Internet)

<38> Mar 29 17:17:10 PPP CHAP Receive success (Internet)
<85> Mar 29 17:17:10 FIREWALL event (1 of 2): deleted rules

<132> Mar 29 17:17:10 PPP link up (Internet) [80.229.143.xxx]

<132> Mar 29 17:34:54 PPP link down (Internet) [80.229.143.xxx]



<85> Mar 29 17:34:54 FIREWALL event (1 of 2): created rules

<85> Mar 29 17:34:54 FIREWALL event (1 of 2): modified rules

<38> Mar 29 17:35:08 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 29 17:35:11 PPP CHAP Receive challenge from rhost PTN-AG04 (Internet)
<38> Mar 29 17:35:11 PPP CHAP Receive success (Internet)

<85> Mar 29 17:35:11 FIREWALL event (1 of 2): deleted rules

<132> Mar 29 17:35:12 PPP link up (Internet) [80.229.143.xxx]

<37> Mar 29 17:54:18 LOGIN User rs logged in on TELNET (192.168.1.65)

<102> Mar 29 17:58:44 SNTP Synchronised again to server: 212.159.6.9

<37> Mar 29 17:59:04 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)

<37> Mar 29 18:01:42 LOGIN wireless station [18:28:61:bf:52:28] can't get authorized.
<37> Mar 29 18:03:25 LOGIN wireless station [18:28:61:bf:52:28] can't get authorized.

<81> Mar 29 18:12:24 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 172.218.91.115 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Host Unreacheable

<37> Mar 29 18:28:06 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)
<14> Mar 29 18:31:59 CONFIGURATION mbus atomic sync successful

<14> Mar 29 18:32:02 CONFIGURATION mbus igd sync successfull

<14> Mar 29 18:34:58 CONFIGURATION mbus atomic sync successful

<14> Mar 29 18:35:01 CONFIGURATION mbus igd sync successfull

<102> Mar 29 18:58:45 SNTP Synchronised again to server: 212.159.6.9

<37> Mar 29 19:20:44 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)
<102> Mar 29 19:58:45 SNTP Synchronised to server: 212.159.13.50

<132> Mar 29 20:06:25 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 29 20:06:25 FIREWALL event (1 of 2): created rules

<85> Mar 29 20:06:25 FIREWALL event (1 of 2): modified rules

<38> Mar 29 20:06:39 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 29 20:06:39 PPP CHAP Receive challenge from rhost PCL-AGOS (Internet)
<38> Mar 29 20:06:39 PPP CHAP Receive success (Internet)

<85> Mar 29 20:06:39 FIREWALL event (1 of 2): deleted rules

<132> Mar 29 20:06:39 PPP link up (Internet) [80.229.143.xxx]

<132> Mar 29 20:30:56 PPP link down (Internet) [80.229.143.xxx]

<85> Mar 29 20:30:56 FIREWALL event (1 of 2): created rules

<85> Mar 29 20:30:56 FIREWALL event (1 of 2): modified rules

<38> Mar 29 20:31:10 PPP CHAP Receive challenge from rhost bras-red11.pe (Internet)
<38> Mar 29 20:31:10 PPP CHAP Receive challenge from rhost PTN-AG04 (Internet)
<38> Mar 29 20:31:10 PPP CHAP Receive success (Internet)

<85> Mar 29 20:31:11 FIREWALL event (1 of 2): deleted rules



<132> Mar 29 20:31:11 PPP link up (Internet) [80.229.143.xxx]

<81> Mar 29 20:32:10 FIREWALL icmp check (1 of 1): Protocol: ICMP Src ip: 37.187.166.41 Dst ip: 80.229.143.xxx Type:
Destination Unreachable Code: Port Unreacheable

<37> Mar 29 20:41:26 LOGIN User rs logged in on [HTTP] (from 192.168.1.65)
<102> Mar 29 20:58:45 SNTP Synchronised to server: 212.159.6.10
{rs}



