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<81> Dec 29 16:25:50 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 46.
185.71.251 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Dec 29 16:26:40 FIREWALL icmp check (1 of 1): Protocol: ICMP  Src ip: 116.2
26.84.206 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unreac
heable
<81> Dec 29 16:26:52 FIREWALL replay check (1 of 3): Protocol: ICMP  Src ip: 158
.58.234.30 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Dec 29 16:27:42 FIREWALL icmp check (1 of 2): Protocol: ICMP  Src ip: 118.4
0.2.229 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unreache
able
<81> Dec 29 16:27:52 FIREWALL replay check (1 of 1): Protocol: ICMP  Src ip: 109
.76.119.27 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unrea
cheable
<81> Dec 29 16:29:40 FIREWALL replay check (1 of 3): Protocol: ICMP  Src ip: 78.
180.225.41 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Dec 29 16:30:49 FIREWALL replay check (1 of 6): Protocol: ICMP  Src ip: 46.
185.71.251 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Dec 29 16:31:52 FIREWALL replay check (1 of 8): Protocol: ICMP  Src ip: 158
.58.234.30 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Dec 29 16:32:53 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 158
.58.234.30 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Dec 29 16:34:50 FIREWALL replay check (1 of 3): Protocol: ICMP  Src ip: 46.
185.71.251 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Dec 29 16:35:52 FIREWALL replay check (1 of 3): Protocol: ICMP  Src ip: 158
.58.234.30 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Dec 29 16:37:49 FIREWALL replay check (1 of 3): Protocol: ICMP  Src ip: 46.
185.71.251 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Dec 29 16:38:51 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 78.
180.225.41 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Dec 29 16:39:53 FIREWALL replay check (1 of 5): Protocol: ICMP  Src ip: 158
.58.234.30 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<102> Dec 30 13:20:24 SNTP Synchronised again to server: 212.159.13.49
<37> Dec 30 22:10:39 LOGIN User admin logged in on [HTTP] (from 192.168.1.100)
<81> Dec 31 04:32:57 FIREWALL icmp check (1 of 2): Protocol: ICMP  Src ip: 184.1
06.86.96 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Communicatio
n with Destination Host is Administratively Prohibited
<81> Dec 31 04:35:25 FIREWALL icmp check (1 of 1): Protocol: ICMP  Src ip: 184.1
06.86.96 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Communicatio
n with Destination Host is Administratively Prohibited
<81> Dec 31 05:08:30 FIREWALL icmp check (1 of 1): Protocol: ICMP  Src ip: 184.1
06.86.96 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Communicatio
n with Destination Host is Administratively Prohibited
<80> Dec 31 09:24:18 IDS dos parser : tcp syn flood (1 of 1) : 88.242.113.87   8
7.113.127.201  0060 TCP 2228->23 [S.....] seq 603016316 win 5808
<84> Dec 31 10:54:17 IDS scan parser : udp port scan: 198.27.80.179 scanned at l
east 20 ports at XX.XX.XX.XX.  (1 of 1) : 198.27.80.179   XX.XX.XX.XX  044
2 UDP 5137->5080
<84> Dec 31 12:14:17 IDS scan parser : tcp port scan: 173.194.67.109 scanned at
least 10 ports at XX.XX.XX.XX.  (1 of 2) : 173.194.67.109  XX.XX.XX.XX  00
40 TCP 993->58612 [...R..] seq 3400562545 win 0
<37> Dec 31 12:45:31 LOGIN wireless station [00:00:00:00:00:00] can't get author
ized.
<102> Dec 31 13:20:00 SNTP Synchronised to server: 212.159.13.50
<37> Dec 31 14:53:53 LOGIN User admin logged in on TELNET (192.168.1.100)
<37> Dec 31 14:54:27 LOGIN User admin logged in on [HTTP] (from 192.168.1.100)
<37> Dec 31 14:58:44 LOGOUT User admin logged out on TELNET (192.168.1.100)
<84> Jan  1 00:16:28 IDS scan parser : tcp port scan: 173.194.41.128 scanned at
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least 10 ports at XX.XX.XX.XX.  (1 of 2) : 173.194.41.128  XX.XX.XX.XX  00
40 TCP 443->60176 [...R..] seq 97030610 win 0
<84> Jan  1 01:57:25 IDS scan parser : tcp port scan: 173.194.41.137 scanned at
least 10 ports at XX.XX.XX.XX.  (1 of 1) : 173.194.41.137  XX.XX.XX.XX  00
40 TCP 443->61137 [...R..] seq 1647157223 win 0
<102> Jan  1 13:19:37 SNTP Synchronised to server: 212.159.13.49
<37> Jan  1 20:24:44 LOGIN wireless station [00:00:00:00:00:00] can't get author
ized.
<37> Jan  2 09:42:13 LOGIN wireless station [00:00:00:00:00:00] can't get author
ized.
<102> Jan  2 13:19:13 SNTP Synchronised to server: 212.159.6.10
<81> Jan  2 14:34:41 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 77.
101.164.90 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Jan  2 14:36:47 FIREWALL replay check (1 of 1): Protocol: ICMP  Src ip: 77.
101.164.90 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Jan  2 20:50:09 FIREWALL replay check (1 of 1): Protocol: ICMP  Src ip: 176
.254.192.218 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unr
eacheable
<81> Jan  2 20:51:10 FIREWALL replay check (1 of 3): Protocol: ICMP  Src ip: 176
.254.192.218 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unr
eacheable
<81> Jan  2 21:46:52 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 88.
194.239.36 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<81> Jan  2 21:46:58 FIREWALL icmp check (1 of 1): Protocol: ICMP  Src ip: 94.14
.231.85 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unreache
able
<37> Jan  2 22:44:28 LOGIN wireless station [00:00:00:00:00:00] can't get author
ized.
<37> Jan  2 22:57:57 LOGIN User admin logged in on [HTTP] (from 192.168.1.106)
<81> Jan  2 23:14:40 FIREWALL icmp check (1 of 3): Protocol: ICMP  Src ip: 184.1
06.86.96 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Communicatio
n with Destination Host is Administratively Prohibited
<81> Jan  2 23:49:58 FIREWALL replay check (1 of 1): Protocol: ICMP  Src ip: 181
.163.180.238 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unr
eacheable
<81> Jan  3 00:00:36 FIREWALL replay check (1 of 1): Protocol: ICMP  Src ip: 186
.54.21.83 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unreac
heable
<81> Jan  3 00:12:01 FIREWALL replay check (1 of 3): Protocol: ICMP  Src ip: 86.
138.189.162 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unre
acheable
<81> Jan  3 00:13:06 FIREWALL replay check (1 of 3): Protocol: ICMP  Src ip: 86.
138.189.162 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unre
acheable
<81> Jan  3 00:48:08 FIREWALL replay check (1 of 1): Protocol: ICMP  Src ip: 196
.215.206.137 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unr
eacheable
<81> Jan  3 01:00:58 FIREWALL replay check (1 of 9): Protocol: ICMP  Src ip: 196
.215.206.137 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unr
eacheable
<81> Jan  3 01:14:13 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 196
.215.206.137 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unr
eacheable
<81> Jan  3 01:24:22 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 196
.215.206.137 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unr
eacheable
<81> Jan  3 01:34:33 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 196
.215.206.137 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unr
eacheable
<81> Jan  3 01:35:45 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 196
.215.206.137 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unr
eacheable
<81> Jan  3 01:47:34 FIREWALL replay check (1 of 5): Protocol: ICMP  Src ip: 196
.215.206.137 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unr
eacheable
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<132> Jan  3 03:17:09 PPP link down (Internet) [XX.XX.XX.XX]

<39> Jan  3 03:17:22 PPP CHAP Receive challenge (rhost = bras-red6.sf)
<39> Jan  3 03:17:23 PPP CHAP Receive challenge (rhost = pcl-ag06)
<38> Jan  3 03:17:23 PPP CHAP Chap receive success : authentication ok
<132> Jan  3 03:17:23 PPP link up (Internet) [XX.XX.XX.XX]

<14> Jan  3 03:17:38 CONFIGURATION saved by TR69
<102> Jan  3 13:19:11 SNTP Synchronised to server: 212.159.6.9
<81> Jan  3 14:30:11 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 31.
52.27.1 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unreache
able
<81> Jan  3 14:31:12 FIREWALL replay check (1 of 3): Protocol: ICMP  Src ip: 31.
52.27.1 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unreache
able
<81> Jan  3 15:48:05 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 79.
69.229.67 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unreac
heable
<81> Jan  3 16:14:16 FIREWALL replay check (1 of 17): Protocol: ICMP  Src ip: 90
.221.27.173 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unre
acheable
<4> Jan  1 00:00:14 KERNEL Warm restart
<82> Jan  1 00:00:26 UPnP framework disabled
<82> Jan  1 00:00:28 UPnP framework disabled
<82> Jan  1 00:00:30 UPnP framework disabled
<85> Jan  1 00:00:36 FIREWALL event (1 of 1): created rules
<85> Jan  1 00:00:36 FIREWALL event (1 of 1): modified rules
<82> Jan  1 00:00:36 UPnP framework enabled
<85> Jan  1 00:00:38 FIREWALL level changed to Standard.
<85> Jan  1 00:00:38 FIREWALL event (1 of 1): deleted rules
<148> Jan  1 00:00:38 DHCS server up
<3> Jan  1 00:01:07 [ANTI_SPOOFD] (err) llist_getobject_at for ENV.ANTI_SPOOFD's
 value failed

<37> Jan  1 00:01:15 LOGIN wireless station [00:00:00:00:00:00] can't get author
ized.
<100> Jan  1 00:06:35 SNTP Unable to contact server: 198.18.1.33
<39> Jan  1 00:07:01 PPP CHAP Receive challenge (rhost = bras-red6.sf)
<39> Jan  1 00:07:02 PPP CHAP Receive challenge (rhost = pcl-ag05)
<38> Jan  1 00:07:02 PPP CHAP Chap receive success : authentication ok
<132> Jan  1 00:07:03 PPP link up (Internet) [XX.XX.XX.XX]

<14> Jan  1 00:09:43 CONFIGURATION saved by TR69
<99> Jan  3 16:36:03 SNTP Systemtime update: time setting 00:11:35 > new time se
tting: 16:36:03
<102> Jan  3 16:36:03 SNTP Synchronised to server: 212.159.13.50
<81> Jan  3 19:22:04 FIREWALL replay check (1 of 1): Protocol: ICMP  Src ip: 90.
200.7.203 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unreac
heable
<81> Jan  3 19:31:51 FIREWALL replay check (1 of 1): Protocol: ICMP  Src ip: 94.
1.132.112 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unreac
heable
<81> Jan  3 19:34:21 FIREWALL replay check (1 of 10): Protocol: ICMP  Src ip: 89
.106.137.98 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unre
acheable
<81> Jan  3 19:36:23 FIREWALL replay check (1 of 1): Protocol: ICMP  Src ip: 46.
195.43.238 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unrea
cheable
<81> Jan  3 19:37:44 FIREWALL replay check (1 of 3): Protocol: ICMP  Src ip: 46.
195.43.238 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unrea
cheable
<81> Jan  3 19:51:35 FIREWALL replay check (1 of 1): Protocol: ICMP  Src ip: 82.
151.228.67 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<4> Jan  1 00:00:14 KERNEL Warm restart
<82> Jan  1 00:00:26 UPnP framework disabled
<82> Jan  1 00:00:28 UPnP framework disabled
<82> Jan  1 00:00:30 UPnP framework disabled
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<85> Jan  1 00:00:36 FIREWALL event (1 of 1): created rules
<85> Jan  1 00:00:36 FIREWALL event (1 of 1): modified rules
<82> Jan  1 00:00:36 UPnP framework enabled
<85> Jan  1 00:00:38 FIREWALL level changed to Standard.
<85> Jan  1 00:00:38 FIREWALL event (1 of 1): deleted rules
<148> Jan  1 00:00:38 DHCS server up
<3> Jan  1 00:01:02 [ANTI_SPOOFD] (err) llist_getobject_at for ENV.ANTI_SPOOFD's
 value failed

<39> Jan  1 00:04:52 PPP CHAP Receive challenge (rhost = bras-red6.sf)
<39> Jan  1 00:04:53 PPP CHAP Receive challenge (rhost = ptn-ag04)
<38> Jan  1 00:04:54 PPP CHAP Chap receive success : authentication ok
<132> Jan  1 00:04:54 PPP link up (Internet) [XX.XX.XX.XX]

<37> Jan  1 00:05:12 LOGIN User admin logged in on [HTTP] (from 192.168.1.68)
<14> Jan  1 00:05:46 CONFIGURATION saved by TR69
<99> Jan  3 19:58:46 SNTP Systemtime update: time setting 00:05:50 > new time se
tting: 19:58:46
<102> Jan  3 19:58:46 SNTP Synchronised to server: 212.159.13.49
<37> Jan  3 20:11:42 LOGIN User admin logged in on [HTTP] (from 192.168.1.68)
<37> Jan  3 21:12:18 LOGIN User admin tried to log in on TELNET (192.168.1.69)
<37> Jan  3 22:53:35 LOGIN wireless station [00:00:00:00:00:00] can't get author
ized.
<81> Jan  3 23:22:57 FIREWALL replay check (1 of 1): Protocol: ICMP  Src ip: 71.
48.215.207 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unrea
cheable
<81> Jan  3 23:46:47 FIREWALL replay check (1 of 4): Protocol: ICMP  Src ip: 196
.209.226.58 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unre
acheable
<81> Jan  3 23:48:00 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 71.
48.215.207 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unrea
cheable
<81> Jan  3 23:58:04 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 196
.209.226.58 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unre
acheable
<81> Jan  4 00:08:40 FIREWALL replay check (1 of 4): Protocol: ICMP  Src ip: 196
.209.226.58 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unre
acheable
<81> Jan  4 00:18:54 FIREWALL replay check (1 of 4): Protocol: ICMP  Src ip: 196
.209.226.58 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unre
acheable
<81> Jan  4 00:28:57 FIREWALL replay check (1 of 4): Protocol: ICMP  Src ip: 196
.209.226.58 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unre
acheable
<81> Jan  4 00:45:03 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 196
.209.226.58 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unre
acheable
<81> Jan  4 00:56:13 FIREWALL replay check (1 of 4): Protocol: ICMP  Src ip: 196
.209.226.58 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unre
acheable
<81> Jan  4 01:06:28 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 196
.209.226.58 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unre
acheable
<37> Jan  4 01:12:56 LOGIN User admin logged in on TELNET (192.168.1.69)
<37> Jan  4 01:15:11 LOGOUT User admin logged out on TELNET (192.168.1.69)
<37> Jan  4 01:16:20 LOGIN User admin logged in on TELNET (192.168.1.69)
<81> Jan  4 01:16:43 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 196
.209.226.58 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unre
acheable
<37> Jan  4 01:19:35 LOGOUT User admin logged out on TELNET (192.168.1.69)
<37> Jan  4 01:20:02 LOGIN User admin logged in on TELNET (192.168.1.69)
<37> Jan  4 01:23:54 SESSION TIMEOUT Timeout! (after 120 sec)
<37> Jan  4 01:23:54 LOGOUT User admin logged out on TELNET (192.168.1.69)
<81> Jan  4 06:12:40 FIREWALL icmp check (1 of 1): Protocol: ICMP  Src ip: 203.1
13.15.208 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unreac
heable
<37> Jan  4 08:03:08 LOGIN User admin logged in on [HTTP] (from 192.168.1.68)
<37> Jan  4 08:09:11 LOGIN User admin logged in on TELNET (192.168.1.68)
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<37> Jan  4 08:12:10 SESSION TIMEOUT Timeout! (after 120 sec)
<37> Jan  4 08:12:10 LOGOUT User admin logged out on TELNET (192.168.1.68)
<81> Jan  4 14:23:19 FIREWALL icmp check (1 of 2): Protocol: ICMP  Src ip: 90.20
6.123.169 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unreac
heable
<81> Jan  4 17:32:38 FIREWALL icmp check (1 of 3): Protocol: ICMP  Src ip: 71.48
.215.207 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unreach
eable
<81> Jan  4 17:33:18 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 71.
48.215.207 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unrea
cheable
<81> Jan  4 17:45:48 FIREWALL replay check (1 of 5): Protocol: ICMP  Src ip: 71.
48.215.207 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unrea
cheable
<81> Jan  4 17:57:09 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 71.
48.215.207 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Host Unrea
cheable
<102> Jan  4 19:58:01 SNTP Synchronised again to server: 212.159.13.49
<81> Jan  4 19:58:07 FIREWALL replay check (1 of 2): Protocol: ICMP  Src ip: 195
.162.86.91 Dst ip: XX.XX.XX.XX Type: Destination Unreachable Code: Port Unrea
cheable
<37> Jan  4 20:17:28 LOGIN User admin logged in on TELNET (192.168.1.68)
<37> Jan  4 20:19:17 LOGIN User admin logged in on TELNET (192.168.1.68)
{admin}=>

Connection to host lost.

C:\Users\Steve>
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